CYBER SECURITY STANDARD

Standard Identifier: | CS$S2018-001

Standard Name: | Remote Access Authentication

Version: | Version 1.0

Cyber Security Framework | PR.AC-7: Users, devices, and other assets are authenticated

Alignment: | (e.qg., single-factor, multi-factor) commensurate with the risk of
the transaction (e.g., individuals’ security and privacy risks and
other organizational risks)

Strategic Alignment: | [J Cyber Risk

[ Cyber Outreach
Cyber Protection
1 Cyber Operations

. | Require advanced authentication for remote access to State
Standard Summary:

technologz resources.

Advanced authentication, multifactor authentication, is required
Standard Details: | for all remote access to State-owned and State-managed
information technology networks.

Exceptions Procedure: |

Please send any questions by email to the CSO@WV.GOV
Questions or Concerns: | email address. Please reference the Request Number in your

inquiry.
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